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in Boomi

In this blog, we will see how to implement API-KEY-controlled authentication in Boomi

What is meant by APl KEY?

An application programming interface (API) key is a code used to identify and authenticate
an application or user. API keys are available through platforms, such as a white-labelled
internal marketplace. They also act as a unique identifier and provide a secret token for

authentication purposes.

An API key is passed by an application, which then calls the API to identify the user,
developer, or program attempting to access a website. It can help break development silos
and will typically be accompanied by a set of access rights that belong to the API the key is

associated with.

Why Use API Keys

API keys are commonly used to control the utilization of the API’s interface and track how it
is being used. This is often as a precaution to prevent abuse or malicious use.

In this use case, We will see how to expose an APl having API-KEY-Controlled

authentication in Boomi

Step 1: Now, log onto the Boomi platform (https://platform.boomi.com/) with the required

credentials i.e. Email Address and Password.

& > C @ platform.boomi.com

boomi

Welcome! Sign in to AtomSEhere

Email Address (required)

I l

Password (required)

is your launchpad
for all things Boomi

m Browse Solutions

‘ H @ Show

Reset your password.

Don't have an account? Sign up for a free trial.

Platform status (7

Boomi and your right to privacy.
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Step 2: Now Click on Integration

& (&) platform.boomi.com > Y ® 0O A ¢
b Home Services~ Resources~  Settings~ Techy Geek Hub Software Solution ~ @ N | Sign Out
Welcome back, Adil &
Services Resources
Integration Master Data Hub APl Management Flow Data Catalog & Boomiverse Training & Documentation Support Usage & Billing
Preparati [2 i Certificati
Discover Browse more at Discover ¢

D)

W/
R R & Claris @ twilio
the Cleanse Shape
Recipe Recipe Recipe
Start Connecting with the Cleanse Start Connecting with Claris Start Connecting with Twilio

el FileMaker -

Step 3: Create a Component

Create Component

Type I Process A I

Cancel Create
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Step 4: Choose a start shape of connecter type.

Resources ~ Settings - Techy Geek Hub Software Solu

Build Deploy ~ Manage -

[ createnven - IR L (@)
©start Shape @

The Start shape is the main shape that begins the process flow. It is automatically added to each
new process and it cannot be removed.

Type @ Connector (O Trading Partner (O Data Passthrough (O No Data

General  Parameters
Display Name

Connector (i) Choose connector v

Platform Status & Announcements | © Copyright 2023 Boomi, Inc. | Privacy

Step 5: Choose Web Services Server as Connector, because we are exposing an API.

Resources ~ Techy Geek Hub Software Solu

Build Deploy ~ Manage ~

o

TIEW ProCess ana It Cannot De Termove.

Process Mode General

Type @ Connector () Trading Partner (O Data Passthrough (O No Data
General  Parameters

Display Name

Connector (@) Web Services Server ~

Connection The Atom Web Server will manage connection settings.

Action Listen v

Operation () Q Choose... [+]

Platform Status & Announcements | Copyright 2023 Boomi,Inc. | Privacy
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Step 6: Click on Operations, Give Operation a name, choose operation type, give a value to
object and we are choosing the response output type as Single Data.

Resources - Boomi Labs ~ Settings ~ Techy Geek Hub Software Solution ~

Build Deploy ~ Manage ~

[ creste New - [P )

Gateway | OP - Web Services Server Operation@ B Folder & Add Description
Options  Archiving  Tracking
Connector Action

Simple URL Path @ Iws/simple/getGatway

SOAP URL Path (@) Iws/soap

Operation Type @) GET v

>

Object @ Gatway

Expected InputType @ | None v

Response Output Type ‘i,' Single Data v

Result Content Type () @ Choose | text/plain v

O Enter
Attachment Cache (&) Q Choose... ©

Save and Close Previous Save on 14 Jul 2023 at 11:46:53 AM UTC+5:30 Revert "D Revision History

Platform Status & Announcements | © Copyright 2023 Boomi, Inc. | Privacy

Step 7: Here, we have taken a message shape to get a response as Single Data.

Resources ~ Boomi Labs ~ Settings ~ Techy Geek Hub Software Solution ~

Build Deploy ~ Manage ~

[Coore von - R ©

New Process _Process @ @ Folder & Add Description [ Create API } [ Create Packaged Component ]

Options  Extensions Add Note Show Navigation ~Arrange

Q search all steps
g2 ¢ —————foE |t
8 5 e (<) = n
Start - Web Services Serve| Message
¢ Sateway
fﬁ &) SetProperties Gateway| OP
1.
Logic E] Message .
B notify
<
B¥ Program Command ¢

°° Process Call
®3 Process Route

@ DataProcess
4

v

m Save and Close Previous Save on 14 Jul 2023 at 11:47:24 AM UTC+5:30 Revert ‘D Revision History

Platform Status & Announcements | © Copyright 2023 Boomi Inc. | Privacy
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Step 8: Inside Message Shape We will write a message just to get a response as we have
written here.

Resources v Boomi Labs ~ Settings ~ Techy Geek Hub Software Solution ~

Build Deploy ~ Manage ~

Start | Gateway X @
[ElMessage Shape @

To transform incoming document data into a free-form message using a combination of static
and dynamic variables, use the Message shape. The Message shape is often used to construct
email messages.

Display Name

Option (] Combine documents into a single message (i)
Message This is a Successful response

Variables + /X% %

{1} Example variable

Platform Status & Announcements | © Copyright 2023 Boomi, Inc. | Privacy

Step 9: After configuring the message shape we will attach a return document shape with it to
get the response.

Resources - Boomi Labs ~ Settings ~ Techy Geek Hub Software Solution ~

Build Deploy - Manage ~

g

New Process - Process@) M Folder & Add Description [ Create APl } [ Create Packaged Component ]

Options  Extensions  Add Note Show Navigation ~Arrange

Q Search all steps

N g A
8 mep 4] o= e
Connes
: Start - Web Services Server Message Return Documents
3R . Gateway| OP
o Ej Set Properties
Yl
| [ Message .
3 Notify
<
B Program Command <
o2 Process Call

Process Route

QG
h Data Process

-

Save and Close Previous Save on 14 Jul 2023 at 11:47:24 AM UTC+5:30  Revert D Revision History
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Step 10: We will give a name to our process.

Resources ~ i i Techy Geek Hub Software Solution ~

www.techygeekhub.com

Build Deploy ~ Manage ~

TR 5o oo Controlled %
API-Key Controlled| Process@ M Folder & Add Description

Options  Extensions Add Note Show Navigation ~Arrange

Q, Search all steps

%je Map
Ej Set Properties O

Start - Web Services ServerMessage

E] Message Gateway| OP
>
n Notify
<
. Program Command <

°° Process Call
95 Process Route
@

Data Process

Save and Close Previous Save on 31 Aug 2023 at 12:07:21 PM UTC+5:30  Revert

(o]
[ Create API ] { Create Packaged Component ]

E—eD

Return Documents

>

‘D Revision History

Platform Status & Announcements = © ight 2023 Boomi. Inc. | Privacy

Step 11: Now we have to package this component by clicking on create package component.

Resources v Boomi Labs ~ Settings v Techy Geek Hub Software Sol

Build Deploy ~ Manage ~

r m Start | API-KeyControlled X

API-Key Controlled - Process @ 8 Folder ¢ Add Description
Options  Extensions Add Note Show Navigation Arrange

Q. Search all steps

[ Create API ] [ Create Packaged Component ]

878 Map (#) o[

Connecs Al
Start - Web Services Server Message
Ei] steway|
e &) et Properties Gateway|OP
4
Loge E] Message 5
n Notify
<
B Program Command <

°° Process Call
9§ Process Route

L@ DataProcess

-
= —

Save and Close Previous Save on 31 Aug 2023 at 12:08:31 PM UTC+5:30  Revert
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Step 12: Now click on Add details

Create Packaged Components: Select Components

Select one or more deployable components from the Component Explorer to create a packaged component of each selection. Although you can select multiple components to package at one time, each selected component
results in its own individual version to be deployed independently. If the selected component was packaged previously, details of the latest packaged component version appear to the right.

Q a0400bcc-1154-4a01-8628-c1X €| | pctions ~ Component Name v ComponentType # LatestVersion(i) 2 Latest Notes
© @ TGH [~} API-Key Controlled Process 40 None
=] a8 7_Sandbox
o #e2#Adil
@ POC

& Gateway
95 API-Key Controlled

4 Previous 1-10f1 Next »

Cancel Next: Add Details

Step 13: Now click on create package component, We can also give version number and
package notes.

Create Packaged Components: Add Details

Optionally apply details to the newest version of your packaged components. When you have multiple packaged components selected at one time, the details you specify are applied in bulk to all selected components, though

each selected component results in its own individual version.

Component Name Latest Version (i) 4 Latest Notes 4 Action
40 None View Included Components

APl-Key Controlled

Version for all 1.1

generated for each individual packaged componen, and

increments bosed on the latest version number

Package Notes for All

4000 characters remaining.

Sharing (&) ® Not Allowed

Allowed with Sub-Accounts

This setting is ignored for components that cannot be shared.

[ Cancel } [ Back: Select Components } Create Packaged Component (1)
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Step 14: After that we get a Pop-up to deploy the Process and we have to click on deploy.

Packaged Components Successfully
Created

Your packaged components were successfully created.
To deploy your packaged components, click on the deploy button below.

Step 15: After that we have to Select an environment where our atom is attached and click on

next select version.

Deploy: Select Environment

Select the environment in which to deploy your packaged componenti(s), and optionally add notes about the deployment.

Deployment Environment | Q Adil

##kazimiraz-Prod a
Deployment Notes ##priyanka

#Apurba Test

#Sharukh_prod

#Sourav

#Sourav-prod

#kazimiraj Test

#sravanthi

Adil

Adrish_Env

Ali Env v
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Step 16: After that we have to click on next review.

Deploy: Select Packaged Components

Environment: Adil | Deployment Notes:
Select one or more packaged components from the Component Explarer. By default, the latest version of each packaged component is selected. Packaged components can be created from the Packaged Components page.

You can deploy a maximum of 250 packaged components at one time.
Actions  Name Type Selected Version Deployed Version
14 40

©  APIKey Controlled Process
View details | Select different package View details

POC
@@ Gateway
@ APl-Key Controlled

[ Cancel 1 [ Back: Select Environment Wlm I

Step 17: After that click on deploy.

Deploy: Review

You're almost done! Before deploying this version of your packaged component, confirm that the destination environment you have selected is correct

Environment: Adil
Deployment Notes:

Name Type Selected Version Deployed Version Duplicate @)
APl-Key Controlled Process 1.1 4.0 —

4 Previous 1-1of 1 Next »

{ Cancel } [ Back: Select Versions Deploy
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Step 18: After that a pop-up will come view deployment by clicking on it we can see our
deployed component.

Deployment Successful

Your packaged components were successfully deployed.
Click on the View Deployments button to see all deployments for this

account.
View Deployments

Step 19: Now that our API has been exposed, we have to use API Service Component and
Gateways to give an API-KEY-Controlled authentication. In this step, we will configure the
API Service Component, in component type we will choose API Service and click on create.

Create Component

Type AP Service

©TGH Software Solutions Pvt. Ltd.
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Step 20: After that we have to give a name to our API Service component and Published API
title, version number and base API path and then click on Import an Endpoint.

Resources ~ Boomi Labs ~ Settings Techy Geek Hub Software Solution ~ @ (| ‘ Sign Out

Build Deploy - Manage ~

Create New ~ Start API-Key Controlled X New API Service X .
API-Key Service Component APl Service (@ ' Folder & Add Description [ Save and Deploy ] [ Manage API ] Import an Endpoint

General REST SOAP OData Profiles ~ Documentation

-
Published API Title* IAP\—Key Controlled Authentication I

21 chorocters remaining.

Published Version Number* (i

Published Description

4000 characters remaining

Service Configuration

Set the base portion of the URL for requests to the API defined by the API object. The full URL is
generated when the APl component is deployed.

Base AP| Path apikey/v1

The BUse URL POU MUSE DE UAIGUE 07 ST ENVIOBMENt TRaT TN AP COMDONENT.

Platform Status & Announcements | © Copyright 2023 Boomi, Inc. | Privacy

Step 21: Choose use an existing process and click on next.

Import an Endpoint

Choose the method for importing one or more APl endpoints into this APl component.

Import method () Create a new process
O Import from an external service file
(O Import from an external service URL
@ Use an existing process

(O Import processes from an environment

©TGH Software Solutions Pvt. Ltd.

No part of this document may be copied, reproduced, republished, uploaded, posted, publicly displayed, n
encoded, translated, transmitted or distributed in any way to any other computer, server, website or other
medium for publication or distribution, without TGH’s prior written consent


https://techygeekhub.com/
https://techygeekhub.com/
https://www.linkedin.com/company/74364582/admin/feed/posts/
https://www.youtube.com/channel/UCg2lSPxHd8E_HEiVxLTAcxA

aiven

-
cTGH
W I I www.techygeekhub.com

WEEH” Making Integrations Simpler

&

iNp
-
T

Step 22: Choose your process and in the API type the APl you want to be exposed You can
choose multiple options but I have chosen Rest here and then click on Finish.

Use an Existing Process @
Choose a Web Service listener process.

* Required fields.

Process* Q API-Key Controlled

Add to* RESTJ[ | SOAP [ ] OData

[ Cancel ] [ Back m

Step 23: Now click on Rest tab and we can see our End point here and click on save.

‘ Sign Out

Resources ~ Boomi Labs ~ Settings ~ Techy Geek Hub Software Solution ~ @ =

Build Deploy ~ Manage ~

m Start | API-Key Controlled X New API Service X o

API-Key Service Component - API service @ ™ Folder ¢ Add Description [ Save and Deploy ] { Manage API } Import an Endpoint
General SOAP OData Profiles Documentation
I

REST Configuration @

Configure and adjust your REST endpoints.

Path to REST Iws/rest/apikey/vi

Add an Endpoint Expand all | Collapse all
< > Gatway
Actions Method Resource Path Process Endpoint Description Headers
o cer — API-Key Controlled - -
Delete the Gatway object and all its endpoints

Platform Status & Announcements | & Copyright 2023 Boomi, Inc. | Privacy
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Step 24: Now we have to create package component and deploy API Service Component too
for that you can follow Step-11 to Step-18

Step 25: Now for API -Key Controlled we need to make the API type as advanced and the

authentication type as Gateway and click on save.

For this, Go to Manage>Atom Management>Shared Web Server.

Resources ~ Boomi Lal

Build Deploy ~ Manage ~
Information:
Atom Information

Startup Properties

Techy Geek Hub Software Solution ~

Settings ~

Environments » Adil » Adil » Shared Web Server

Shared Web Server @

Configure the selected Atom's web server settings for web service publishing.

. G I
Log Files enera
a
Java Information Basic Settings
. API Type Advanced v @
Runtime:
Deployed Processes
Listeners Listening Port Configuration
Queue Management
- Default i) Port SsL'i) Authentication Type External Port  External SSL i Base URL for API Requests
Certificates
Installed Libraries ® 9090 0O i) a http://Adil:2090 o
Settings & Configuration + Add Port
Properties
Advanced Settings
Shared Web Server
OFTP2 Server Internal Host (4)
Shared Queue Server Example: 192.166.0.1 -
Counters
M M
Platform Status & Announcements | @ Copyright 2023 Boomi, Inc. | Privacy

Step 26: Now click on Services and the APl Management for configuring Gateway.

Services » Resources - Boomi Labs - Settings ~ Techy Geek Hub Software Solution ~ = Sign Out
1 Dal Integration >
Build processes that transform and 54
searcha] integrate data between systems. .
Environments » Adil » Adil » Shared Web Server
z-Prod
Master Data Hub . Shared Web Server
] Synchronize, cleanse, match, and M
KA enrich trusted data across dormains. Configure the selected Atom's web server settings for web service publishing.
General
est APl Management -
B! ” Basic Settings
Manage and control the usage of APIs || [F
throughout their lifecycle. AP| Type Advanced v @
Test
Imiraj Flow
Automate sophisticated workflows to | [F )
prod create customer journeys Listening Port Configuration
<h Atom
Data Catalog and Preparation Default (' Port SSLi' Authentication Type External Port  External SSL ' Base URL for AP Requests
Discover, prepare, and catalog 2 ; 0 hitp://Adil:9090 o
y N b 9090 Gateway v prlfA
w actionable data, regardless of where ® B
the data lives,
od + Add Port
Event Streams
th Create, manage and publish message 59 Advanced Settings
queues & streams.
nternal Host (i)}
Shared Queue Server -
Counters
Platform Status & Announcements | © Copyrighi 2023 Baomi. Inc. | Privacy
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Step 27: Now click on Configure Server and the click on Gateways

Resources - Settings -

Techy Geek Hub Software Solution

www.techygeekhub.com

APl Management Configure APIs and Applications ~ Publish Approve @
p y Plans
View and canfigure you
For APIs that are deplo;  Authentication contains an AP| Gateway, any AP| that indicates
a"Requires Configuratic sle on your Developer Portal until the
configuration is complete. To complete the configuration, correct all of the indicated errors in the
row. When the text In the Status column reads "Sent to the Gateway,” this deployed AP is avallable
on your Developer Partal.
If your API is deployed to an environment without an AP Gateway, the status column reads “Sent
to the Atom" when the canfiguration is corrected.
APIsbyName  APls by Gateway  APIs by URL
Expand All | Collapse All | | Q Search API, environment, or gatew Search

> [API Service]Capture Headers - API Service

Edit this APl L7 | published API Title: Headers | Location: /TGH

Environment ~ Gateway & APIVersion

Details Authentication

View  AtomCloud ENV Not Attached to a Gateway 1.0 Atom Contraolled

» [API Service]Get Continent Details - API Service

Edit this API [7 | published API Title: Continent | Location: /TGH/Z_Sandbox/#Bharadwaj/API_Design

Details  Environment v Gateway & APIVersion Authentication

Step 28: Click on Add a Gateway

Resource: Boomi Labs - Settings ~

Home  Services -

APIManagement Configure Server ~ Configure APIs and Applications ~ Publish Approve @
Gateways ¢

Gateways & Environments  Environment Migration

ronment Names

Status ¢ lIssues Gateway Name ~ Environments

B Online AdilGateways Adil

= Offline Warning Adrish_Gateway Adrish_Env

= Offine Warning Anshu ROG ZAnshul Prod

= Online Apurba001 #Apurba Test

® Offine Warning Asish Ashu-Prod

& Cluster Issues Warning Blog Gateway _

= Offline Warning Dev Gateway _

® Offline Warning Gourav's Gateway Gourav-prod

©TGH Software Solutions Pvt. Ltd.

Dashboard ~

& Plansii

chy Geek Hub Software Solution ~

Dashboard ~

Host Name

Adi

LAPTOP-GGI8UQ32

Anshu_ROG

LAPTOPR GTILFCVE

Dell
TGH_HYD
Desktop

DESKTOP-13UGV)

-

Gateway URL

hittp://localhost8

hittp://localhos;

http:/rlocalhost

http://localhos

http://localhost:B077

http:/rlocalhos

http://lecalhost

http://localhost8077

Platform Status & Announcements
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CustomURL?L)  # ExecutionSettings L) & Status(i) s

— — @ Sent to the Atom(s)

CustomURL?(i) & ExecutionSettings i) & Status(i) s -
Platform Status & Announcements = @ Copyrighe 2 iloc | Privacy

Enabled Deleted

2 Copyrighs 2023
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Step 29: Choose your operating system and click on Generate token a token will be generated
copy that token and paste it somewhere to reuse it and click on Download Installer.

Gateway Setup

Operating Systemil| windows 64-bit | & Download Installer

> Security Options

To securely install Gateways without the use of a username and password, a temporary toke
may be used. Generate a token and use it with the installer. Tokens are valid for a minimum
of 30 minutes up to a maximum of 24 hours

Token Valid For 24 hours v

Gateway Installer Toker} [ Generate Token

Step 30: Your gateway will be downloaded.Right click and choose Run as Administration.

Py

| gateway install64 (2) 01-09-2023 13:03

Step 31: Click on Run Anyway

Styles [N Editing Add-ins

X

Windows protected your PC
Microsoft Defender SmartScreen prevented an unrecognized app from
starting. Running this app might put your PC at risk.

App: gateway_install64 (2).exe
Publisher: Unknown publisher

©TGH Software Solutions Pvt. Ltd.
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Step 32: Click on next

8] Setup - Gateway = O X

Welcome to the Gateway Setup Wizard

This wizard will lead you through the steps to install a
Gateway on your computer,

Click Next to continue, or Cancel to exit Setup.

Next > Cancel

©TGH Software Solutions Pvt. Ltd.
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Step 33: Choose token and paste your token and then click on Next

e [ == R S T

1 ] Setup - Gateway

User Information

Enter your user name and password or a token and supply a name for your

Gateway.

O

X

U

Use the email address and password that you use to sign into your Boomi AtomSphere
platform account in the User Name field. Or, select Token to use a Boomi-generated token

for authentication.

() User Name and Password | @) Token

User Name

Password

Token | gateway-cb0501f0-Ff36-45a0-8ed 1-bfa65b 769121 |

Gateway Name  Adil

The following entries are required if the installation machine requires a proxy server to open

the HTTP connections outside of your network.

[ ] Use Proxy Settings
Host

Port

User Name

Password

install4j
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Step 34: Click on Next.

8] Setup - Gateway — O X |

Select Local and Local Temp Directories

Please select the location of the work, local and local temp directories. All
locations must be on the local disk and must have sufficient disk space for the

Gateway's operation.

Local Directory
Browse...

This setting sets the Working Data Local Storage Directory property
(com.boomi.container.localDir in the container.properties file). For more information, see
the User Guide.

Local Temp Directory
C:\Users\adili\AppData\Local\Temp Browse...
This setting overrides the default Java local temp directory (java.io.tmpdir in the
atom.vmoptions file).

Local Jar Directory
Browse...

Specifies the local jar directory to which libraries are copied instead of the shared file
system (com.boomi.container.locallarDir in the atom.vmoptions file).

install4j
Next > Cancel
©TGH Software Solutions Pvt. Ltd.
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Step 35: Click on Next
81 Setup - Gateway = O X

Select Start Menu Folder
Choose the location for the program's shortcuts.

Select the Start Menu folder in which you would like Setup to create the program's
shortcuts, then dick Next.

@ Create a Start Menu folder

Accessibility
Accessories
Administrative Tools
Boomi AtomSphere
Java

Java Development Kit
Maintenance

McAfee

Microsoft Office Tools
MySQL

Oracle VM VirtualBox
SmartBear

System Tools
Windows PowerShell
Workato

@ Create shortcuts for all users

install4j
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Step 36: Click on Finish your Gateways is installed.

8] Setup - Gateway = O X

Completing the Gateway Setup Wizard

The Gateway was installed on your computer, The Gateway
service was started. You can monitor the Gateway in Boomi

API Management by going to Configure Server > API
Gateways.

Click Finish to exit Setup.

Gateway Name: Adil
Preferred JVM: C:\Program Files\Boomi AtomSphere\Gate...

Finish
Step 37: You can see your gateway in Boomi now.
B Online ﬂ — Adil http:/flocalhost:8077
©TGH Software Solutions Pvt. Ltd.
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Step 38: Now we have to migrate our Gateway to our environment.

Click on Environment Migration.

b‘ Home Services~ Resources- Boomilabs~  Settings-  Techy Geek Hub Software Solution - @ & | signout
APl Management Configure Server ~ Configure APIs and Applications ~ Publish Approve @ Dashboard -~
Gateways ?

Gateways & Environments I Environment Migration I
© Add a Gateway |[SEEHE

Search Enabled Deleted

Status s Issues Gateway Name ~ Environments Host Neme + Gateway URL s
R Adil _ Ad hitp://localhost:8077

® Offline Warning Adrish_ Gateway Adrish_Env LAPTOP-GGJBUQ32 hitp://localnosc8077

® Offline Warning Anshu_ROG Z-Anshul_Prod Anshu_ROG httpe//localhost8077

= Online Apurba001 #Apurba Test LAPTOP 6TILFCVB http://localhostBO77

= Offline Warning Asish Ashu-Prod Dell ntep://localhostB077

8 Cluster ssues Warning Blog Gateway — TGH_HYD http:urlocalhostBo7?

= Offline Warning Dev_Gateway — Desktop hitp:d/local

R Offline Warning Gourav's Gateway Gourav-prod DESKTOP-12UGSV] hitp://localhost

= Miraz Gateway #eazimirai Tost PFSKTOR. hd

atform Status & Announcements ~ ® Copyright o, b Privacy

Step 39: Click on Create a new migration.

Home Services- Resources- Boomilabs~-  Settings~  Techy Geek Hub Software Solution ~ @ = | Sign Out

APIManagement | Configure Server - Configure APIs and Applications - Publish  Approve @  Dashboard -

Gateways ¢

Gateways & Environments  Environment Migration

© Create a New Migration | SEEERIE

way or Environment Name Search

Current Step ~ Environment ¢ Moving From ¢ MovingTo Delete
Step 1: Basic Infarmation Ashu-Prod Asish — w
Step 1: Basic Information Bharadwa) Not Attached to a Gateway - w
Step 1: Basic Information 2 Anshul Mot Attached to a Gateway w
Platform Status & Announcements @ Copyright 2023 Booml. Inc. | Privacy
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Step 40: Choose your Environment and Click on Create Migration.

b’ Home  Services -  Resources - Boomi Labs -

APIManagement | Configure Server - | Configure APIs and Applications » | Publish  Approve @  Dashboard -

Techy Geek Hub Software Solution ~

Migrate an Environment

‘© move an environment on or
Information about the environm

an APl Gateway, you first need to provide us with
it and its destination.

have sever
o back to the

unitles to save your progress,
~vious step when needed.

migration process do not take effect unti you

#sravanthl on sravanthiGatewiay
Adil(Not Attached to a Gateway)
A way

a Gateway)

1
[ENEEM | create Migration

<//plattarm boomi.com/Ap

hera html##qwt-uid-105

Step 41: Choose your Gateway and Click on Save and Continue

b Home Services » Resources ~ Boomi Labs ~ Settings ~ Techy Geek Hub Software Solution ~

APl Management Configure Server ~ Configure APIs and Applications ~

Migrate an Environment ©

Adil

© Adrish_Gateway

O sewjanya gateway

thiGateway

hru-TestGateway

[(EERVEERENMN Save and Close | Save and Continue

©TGH Software Solutions Pvt. Ltd.
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Step 42: You can edit your End Points here then again Click on Save and Continue

Home Services- Resources- Boomilabs- Settings- Techy Geek Hub Software Solution ~ @ = | signouw

API Management Configure Server ~ Configure APIs and Applications -~ Publish Approve @ Dashboard -

Migrate an Environment* © cesicinormation 2) Atom Configuration Deployed A

Fittp:/localhostisy/

sisoap/base-url-pathawsdl

SOAP 1.2 Operations (i

ws/soap12

Example SOAP 1.2 URL

hitp:flocalnost:8077 mus/soap 2/base-url-pathawsd|

Obata

OData Entities i

ws/odata2

Example OData URL

hutp:/localhost:8077 iwsiodata2base-url-path/entity-name

Cosegraion | (5o (T

Platform Status & Annauncements | = Copyright 2023 Boomi In<. | Privacy

Step 43: Again click on Save and Continue.

Home Services ~ Resources = Boomi Labs ~ settings Techy Geek Hub Software Solution ~

API Management Configure Server ~ Configure APIs and Applications - Publish Approve @ Dashboard -

Migrate an Environment ¢ © osscinormanen 2) Atom Configuration

# Edit

REST Endpoints

wsirast

SOAP Operations

ws/s0ap

SOAP 1.2 Operations

wfsoapl2

OData Entities

Next Step: Configuring the Environment's Atoms

I loak at the Atoms attached to the Adil environment

you can verify
environment that Is config G

he API €

way

e | (e | (S

Platform Status & Announcements | © Copyright 2023 Booml Inc.  Privacy
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Step 44: You can see your Gateway status now and then Click on Save and Continue.

b‘ Home Services~ Resources- Boomilabs-  Settings-  Techy Geek Hub Software Solution = ® | Sign Out

APIManagement | Configure Server - Configure APIs and Applications - Publish ~ Approve @  Dashboard -

Migrate an Environment ¢ Basicinformaton @) Atom Confguratior Seployed APE:
Atom Configuration on Adil

The following table lists all of the Atoms that are currer
emvironment. If you were expecting something diffe:

the enviro ou can go to Atom Mana;

Atom Name ~ APIType ¢ Authentication Type Status

Adil Advanced Gateway @ Ready for Gateway

[ Close Migration Back Save and Close | Save and Continue

Platform Status & Announcements L L Privacy

Step 45: Click on Save and Continue again.

b Home Services- Resources~ Boomilabs~  Settings-  Techy Geek Hub Software Solution ~

APl Management Configure Server - Configure APIs and Applications ~ Publish Approve @ Dashboard -

Migrate an Environment ¢ Basicinformaton ) Ato
Current summary of your migration
~ Basic Information

Environment Variables

> Atom API Type and Authentication Type

ronment's d their Shared Web Server settings. These settings ensure that you are migrating an environment

iro
ed for an AP| Gaty

# Edit
Atom Name = APIType % Authentication Type Status
Adil Advanced Gateway @ Ready for Gateway

Next Step: Configuring the API

h deployed API on the Adil environment so that you can verify

wthentication Source and Plan that meets your needs.

e graron | oo | [

Platform Status & Announcements | @ Copyright 2023 Bomi. Inc. | Privacy
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Step 46: Now we can see our deployed APIs here and now click on Save and Continue.

Resources~  Boomilabs-  Settings~  Techy Geek Hub Software Solution ~ @ B | signout
APIManagement | Configure Server - Configure APIs and Applications ~  Publish  Approve @  Dashboard ~
Migrate an Environment ¢ Basic Information Ator Configuration @ eployed

Deployed APIs on Adil

The following table lists all of the APIs that
envirenment If you we

APIs and Applications > Deployed APIs [T

ntly deployed to your
you can go to Configure

& expecting some

Each deployed API lists its name, version, authentication, and plan. Any API that has
the Authentication set to Atom Controlled will automatically change to AP| Key
Controlled because you are migrating the API ta an AP| Gateway.

AllAPIE v
APl Name ~ APl Version Authentication s Plans i
APLKEY Service Component - API Service 10 4P Key Controlled © incomplete
4 Previous  1-1of1  Next b
Close Migration [ Back Save and Close || Save and Continue -
Platform Status & Announcements | @ Copyright 2023 Baemi. Inc. | Privacy

Step 47: Click on Migrate and your Gateway will be migrated to your environment.

Home  Services~ Resources- Boomilabs~  Settings-  Techy Geek Hub Software Solution ~ ? = | Sign Out
APIManagement | Configure Server - Configure APIs and Applications +  Publish  Approve @  Dashboard ~
Migrate an Environment ¢ Basic Information Atom Configuration (2) Deployed A
The EfVIFGNMENTs Geployed APIS 81 thelF configuration Setongs. "
# it
APl Name > APIVersion Authentication 4 Plans +
API-KEY Service Component - AP| Service 1.0 API Key Controlled @ Incomplete
4 Previous 1-10f1  Next b
Final Step: Migrating the Environment
Feady to migrate? After reviewing the summary information, click Migrate to finish
your environment i
(Gigann]
Platform Status & Announcements | © Copyright 2023 8oom. Inc. | Privacy
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Step 48: Click on Configure server and then click on Plans to configure Plans.

Resources Boomi Lab:

Techy Geek Hub Software Solution ~

APl Management Configure APIs and Applications - Publish Approve @ Dashbhoard -

Gateways

Rl

Gateways & Enviror  Authentication gration
© Add a Gateway [fs or Environm Search

Status % Issues Gateway Name

Honline Adil Adil
® Offline Warning Adrish_Gateway

® Offline Warning Anshu_ROG

& orline Apurba001

= Offline Warning Asish

B Cluster lssues Warnin Blog Gateway

o Offline Warning Dev_Gateway

= Offline Warning Gaurav's Gateway

[T —

Step 49: Click on Create a Plan

Resources -  Boomi Labs ~

Settings ~

* Environments

Adrish Env

Z-Anshul Prod

#Apurba Test

Ashu-Prod

Gourav-prod

Host Name

LAPTOP.GGJBUQ32Z

Anshu_ROG

LAPTOP-BTILFCVE

TGH_HYD

Desktop

DESKTOP-13UGAV]

Techy Geek Hub Software Solutis

o

Enabled Deleted

Gateway URL s

htpu/flacalhos

htpi/flocalhost:8077
htp/rlocalhost8077
http:/focalhost:8077
http:/flocalhost:8077
http:/flocalhost:8077
htti/focalhost:8077

http:/flocalhost-8077

Platform Status & Announcements | & Copyright 2023 Boomi, Inc

Privacy

APIManagement | Configure Server - Configure APIs and Applications -

Plans ¢

Aplaniis a collection of poli
API Deployment. Create

limits to API req

sts and link a valid API Key to a specific
u will need, then apply them to APIs during the deployment

search plan names or descriptions | O, Search pla

Expand All | Collapse All

10 calls per min

~ 199 Calls

« 5Calls/Minute
Addiee_Plan

« Adrish_Plan
AdrishPlann

~ Anshu
ANSHUL_PLAN

« AsishPlan

+ AsishTestGateway

©TGH Software Solutions Pvt. Ltd.
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Step 50: Give a Plan name and set Quota limit, Message Limit, Rate Limit and click on save.
Your Plan is created.

b Home Services- Resources- Boomilabs~  Settings~  Techy Geek Hub Software Solution ~

@ =& | signout

APIManagement | Configure Server -

Configure APIs and Applications +  Publish  Approve @  Dashboard -
Create a Plan
Choose from the options provided to create  new Plan. Once created, a plan can be assotiated
with any API Deployment.
Plan Name* API-KEY-Controlled Plan
Description
Message Size (i) @ Unlimited
Maximum o KB
RateLmit (& @ Unlimited
Maximnum of alls| per
cance

Platform Status & Announcements | © Copyright 2023 Boomi, Inc. | Privag
ey

Step 51:Click on Configure APIs and Applications and then click on Deployed APIs to
enable your plan.

b Home  Services - Resources ~ Boomi Labs ~ Settings ~ Techy Geek Hub Software Solution ~

@ = [sgnou |

APIManagement

Configure Server ~ ICnnﬁgurgAPlsandAppll:atinns.I Publish  Approve @  Dashboard -

Deployed APIs ©

Applications

re your deployed APIs.

onment thatca AP Lifecycle AP that indicates
pnfiguration” status will not be available

until the
configuration is complete.

smplete the configuration, correct all of the indicate
row. When the text In the Starus column reads "Sent to the Gateway,
on your Developer Portal,

5

nthe
ay," this

If your AP1 is deployed to an environment without an AP Gateway, the status column reads “Sent
to the Atom” when the configuration is corrected

APIsbyName  APIs by Gateway  APIs by URL

Expand All | Collapse All Q Search

API, environment, or gateway names

Search

> [API Service]Capture Headers - AP| Service

Edit this AP| Published API Title: Headers | Location: /TGH/Z_Sandbox/#Bharadwa)/AP|_Design

Details ~ Environment

~ Gateway & APIVersion Authentication & Plansi % CustomURL?U) & ExecutionSettings.i) & Status(i) &
View AtomCloud_ENV Not Attached to a Gateway 1.0 Atom Controlled Not Applicable @ Sent to the Atomis)

> [API Service]Get Continent Details - AP| Service
Edit this API [ | Published API Title: Continent | Lacation: /TGH/Z_Sandbox/#Bharadwa}/API_Design

Details  Environment ~ Gatewsy & AP Version Authentication s Plansii ¢ CustomURL?(i) ¢ ExecutionSemings(i) & Stats(i) s v

Platform Status & Announcements | © Cepyrishs 2023 Bos

Privacy
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Step 52: Search your Gateway in Deployed APIs and Click on Plan.

@) = \_Slgnout.

Techy Geek Hub Software Solution =

b' Home Services- Resources-  BoomiLab Settings -

APl Management | Configure Server ~ | Configure APIs and Applications » | Publish ~ Approve @  Dashboard -

Deployed APIs ¢

and c dey

APIs by URL

APIs by Name  APIs by Gateway
Expand All | Collapse Al Q adi 0 [ search |

> API-KEY Service Component - APl Service

rolled Authentication | Location: /TG

Edit this API C7 | Published API Title: API-KEY Cont
Details  Environment v Gateway & APIVersion Authentication % Plansii ¢ CustomURL? (i) ¢ ExecutionSettings.i) ¢ Statusi *
1.0 API Key Controlled No Gateway Requires Configuration

View  Adi Addil

Platform Status & Announcements E B n Privacy

Step 53: Search for your Plan.

® ome ervices ~ Resources ~ Boomi Labs ~

CHD ake One Plan Keyless

Keyless ¢ Rate Limit % Quota Limit $ Usage ¢ Description 4 Remove
((cance ]
Privacy

Platform Status & Announcements
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Step 54: Click on Add to API Deployment.

API-KEY-Controlled Plan

Maximum Message Size Unlimited
Rate Limit Unlimited
Quota Limit Unlimited
AP Deployment Usage  Not Deployed

Application Usage Not Used

Cancel

Step 55: Click on Save and your plan will be added to your Deployed API.

b Home Services ~ Resources ~ Boomi Labs ~ Settings - Techy Geek Hub Software Solution -

APl Management Configure Server ~ Configure APIs and Applications ~ Publish Approve @ Dashboard ~

Plans for API-KEY Service Component on Adil

A Plan is a collection of policies that set limits to AP requests and link a valid API Key to a specific
API Deployment. Choose the Plans you wish to provide an this API Deployment, or create a new
Plan. (7

Alternatively, turn on Use a Keyless Plan to allow the deployed AP to be called without an API Key
We recommend Keyless Plans only for the scenario when existing applications do not Insert the
required X-API-KEY header and cannot be reconfigured

Add a plan | Q Search for a plan to add D Vake One Plan Keyless
Keyless  Name = Maximum Message Size & Rate Limit ¢ Quota Limit & Usage 4 Description ¢ Remove
APLKEY-Controlled Plan Unlimited Unlimited Unlimited [ - W

Cancel

Platform Status & Announcements | © Copright 2023 Boomi, ine. | Privag
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Step 56: Now we have to create an Application for that click on Configure APIs and
Applications and the click on Applications.

b' Home  Services~  Resources~ Boomilabs~-  Settings~  Techy Geek Hub Software Solution -

APl Management Configure Server ~ I Configure APIs and Applications « I Publish Approve @ Dashboard ~

Deployed APIs

Plans
Applications
Aplan s a collection of policies that set limits to API r Key to a specific

API Deployment. Create the plans you will need, then AP Lifecycle the deployment
process.

© Create aPlan [ Bulk Move Plans | Search plan names or descriptions |, Search plan nsmes o descriptions CHD showDissbled Plans

Expand All | Collapse Al
10 calls per min
199 Calls
5Calls/Minute
~ Addiee_Plan
Adrish_Plan
« AdrishPlann
Anshu
« ANSHUL_PLAN
« API-KEY-Controlled Plan

AsishPlan

20238oomiInc | Privacy

Platform Status & Announcements | © Copy

Step 57: Click on Create an Application.

ices -  Resources~  Boomilabs~  Settings~  Techy Geek Hub Software Solution ~ @ = | Sign Out

APIManagement | Configure Server -  Configure APIs and Applications - Publish  Approve @  Dashboard ~

Applications @

view and edit applications that have a

© Create an Application

55 o your APls.

Q search applicat 1 ow i
et Enabled Disabled
> Nizam_Gateway
Application Name. ~  Owner Name 4 Subseriptions 4 Date Created ¢ LastUsed (i 4 Swmeus(i Remove
asd asd 1 Subscription @ Enabled 2§
DEVPORTAL DEV 1 Subscription :33:00 PM @ Enabled o)
RENTALS RENTEES 4 Subscriptions :49:00 PM @ Enabled w
STACK NIZAM 0 Subscriptions @ Enabled w
> Vishnu-TestGateway
Application Name ~ Owner Name ¢ Subscriptions 4 Date Created 4 LastUsed i 4 Statusii Remove
test-dev vishnu 1 Subscription 31 Aug 2023 05:00:39 PM — @ Enabled w
Vishnu-TEST vishnu 1 Subscription - @ Enabled w
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Step 58: Choose your Gateway and Give application a name and fill the Application owner
info and click on save

b Home Services ~ Resources ~ Boomi Labs ~ Settings - Techy Geek Hub Software Solution ~
APl Management Configure Server ~ Configure APIs and Applications - Publish  Approve @ Dashboard -
General Settings
Gateway Ad -
Status (i ® Enabled
Disabled by Publisher
Application Name* APLKEY-Contralled APP
Description
Application Owner Information (i
Application Owner Name* APLKey
Application Owner User Name (F
Platform Status & Announcements
Application Name ~  Owner Name ¢ Subscriptions ¢ Date Created % LastUsed i ¢ Status i
Adil Adi 0 Subscriptions 01 Sep 2023 01:31:52 PM - ® Enabled
Application Name ~  Owner Name ¢ | Subscriptions ¢ Date Created ¢ LastUsed i ¢ Status(i)
Adil Adil 0 Subscriptions 01 Sep 2023 01:31:52 PM @ Enabled

Step 61: Click on Subscribe to subscribe to an API

Home  Services - Resources ~ Boomi Labs -  Settings-  Techy Geek Hub Software Solution -~

APl Management Configure Server ~ Configure APIs and Applications ~ Publish Approve @ Dashboard ~

Applications » Adil on Ad

Subscriptions for Adil

an application to an AP Key. This allows you to (dentify wha Is using an API
© Subscribe AIAPIs Pending Enabled Disabled Expired Rejected
APl Name + Published Name ¢ Enwironment % Plan S APl Key ¢ Status
Subscribe to an API

Back to Applications

©TGH Software Solutions Pvt. Ltd.
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Step 62: Choose your API Service Component that has been Deployed and click on next.

Choose one or more APIs

You can only subscribe to APIs that have plans attached. Add a plan to your APl on Deployed APIs
screen.
* Reguired fields.

Search | Q Search APl names or environments

APl Name « Environment ¢ Available Plans s

API-KEY Service Component  Adil 1 Plan

4 Previous 1-10f1 Next b

=)
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Step 63: Choose your Plan and click on next.

Choose a Plan

For each AP, select the card of the plan that you want to attach to the subscription.
* Required fields.

Select the following plan for API-KEY Service Component:

@ API-KEY-Controlled Plan
Description —
Maximum Message Size Unlimited

Rate Limit Unlimited

Quota Limit Unlimited

[ Cancel ] [ Back

Step 64: Choose a specific date range till you want user to be subscribed to this plan and click
on finish.

Set Subscription Details

Far each AP, set the date range for the subscription
* Requined feds.

Set the detalls for APIKEY Service Component

Enable* |01 5ep 2023 m at 0000

Dissble* @ Do not automatically disable

© Disable on 2 B o«
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Step 65: Your subscription is been added now you can see your API-KEY here just copy and
save it to reuse it.

b' Home Services - Resources - BoomiLabs~  Settings ~ Techy Geek Hub Software Solution ~

APl Management Configure Server - Configure APIs and Applications ~ Publish Approve @ Dashboard -

Applications » Adil on Adi

Subscriptions for Adil

Asubscriptios

an application to an AP Key. This.allows you to identify who s using an API
controls for that AP

as well as set ac:

© Subscribe Allfl’\s Pending Enabled

o

Disabled Expired Rejected | Deleted

APl Name ~  Published Name ¢ Environment ¢ Plan o APIKey ¢ Staws 4 Remove
APLKEY Service Component — Adil APLKEY-Controlled Plan deeansee-d213-4b. | Copy J @ Enabled &
Back to Applications
Platform Status & Announcements opyrig 2023 Boomi, Inc. | Privacy

Step 66: Go back to Deployed APIs and search your Gateway and Click on View.

Home | Services~ | Resources- Boomilabs-  Settings~  Techy Geek Hub Software Solution ~ ® & [ signout

AP| Management Configure Server - Configure APIs and Applications ~ Publish Approve @ Dashboard ~

Deployed APIs ¢

View and configure your deplay

ny AP that indicates
al until ¢
the Indicated

APIshyName  APIs by Gateway ~ APls by URL

Expand All | Collapse All Q adi 0| search
> API-KEY Service Component - APl Service
Edit this API [7 | Published API Title: API-KEY Controlled Authentication | Location: /TGH/Z_Sandbox/####ad|VPOC/Gateway

Details ~ Enviranment ~ Gateway & APl Version Authentication & Plans(i ¢ CustomURL?\i' & ExecutionSettings.i/ & Status.i ®

Adi Adil 10 API Key Controlled 1 Plan No Gateway @ sent to the Gateway
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Step 67: Click on Rest tab and copy your endpoint.

API-KEY Service Component on Adil

APl Component Type: API Service | Published Version: 1.0 | Gateway: Adi | Environment Name: Adil | Host Name: localhost

General REST

REST information about this AP|

You do not have the abiity ta view these REST endpoints through the Swagger Visualization Portal
because the Developer Portal is disabled and all of the Atoms within the environment are using
Gateway as the Authenticarion type.

Gateway information: Adil (1 atom)

BaseURLPath  hitpit/localhost:8077/ws/rest/apikeyhvl
Swagger Reference _ httpy/localhost:807 1/swagger json
Qpenapi Reference  httpy/localhost:807 1/openapi.json

REST Endpoints for Adil with Gateway Listener Authentication

Expand All | Collapse All

> Gatway
Method & Endpoint Name ¢ EadaoiarPath
GET - http:/localhost:8077 /ws/rest/apikey/v]/Gatway! Copy

Close

Step 68: Open Postman to consume your API paste your endpoint here and choose
authorization as APl Key and paste the value of APl Key that we got on 65" Step on the
Value section and click on Send to consume your API.

A Scratchpad is being deprecated. Read more about this in our blog # Create a free account to experience all of Postman’s capabilities.
Scratch Pad New  Import < 28 CETNew® {JGate GET Nev ® [CONFLICT  posT Creal [CON > o  ese No Environment v B
] + = e Gateway | New Request B save ~ B
Collections A
> Administrator Roles (Okta API) |
& > BridgeMode GET v http://localhost:8077/ws/rest/apikey/v1/Gatway/ =
APIs
> CSVtoPDF
Params  Authorizations  Headers (9) Body  Pre-request Seript  Tests  Settings Cookies <>
@ ~ Gateway e
Environments
GET New Request
“ Type sl Key X-API-Key ®
=) v Generate SFDC Token
Mock Servers PoST Request o generate SFDC Token The guthorization header will be Value I dee9258¢-0213-4b04-8016-a20bd2ac4bd.
automatically generated when you
> New Collection
send the request.
P > New Collection Learn more about authorization 2 Add o Header ~
> Salesforce Platform APl
D)
History s
> Tonys
> Workato
Body Cookies Headers (5) TestResults @ 2000k 668ms 2138 Save Response v
[ Q Find and Replace [ Conscle (& Runner @ hox
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Step 69: You can see you API response here.

A\ Scratchpad is being deprecated. Read mare about this in our blog # Create a free account to experience all of Pastman's capabilities. I
Scratch Pad New  Import < 3@ GETNew® (3 Gatev GET New ® [CONFLIC POST Cre: [CON > + oo No Environment ~ 3
) + | = oce New Request B save ~ B
Collections N
> Administrator Roles {Okta API) |
. . " i
& > BridgeMode GET v hup:/flocalhost:8077/ws/rest/apikey/v1/Gatway/ Send ~ &=
APIs
> CSVtoPDF N
Params Authorization Headers (9) Body Pre-request Script Tests Settings Cookies L5
=1 v Gateway
Environments ~
GET New Request Type A
P Key X-API-Key ®
e v Generate SFDC Token AP Key -
Mock Servers PoST Request to generate SFDC Token Value dee9258¢-d213-4b04-8016-a20bd2ac4bd
The authorization header will be
> New Collection
automatically generated when
) . Addto Header v
Monitors > New Collection you send the request.
Learo more about author 2
> Salesforce Platform APls
0 Body Cookies Headers (5) TestResults @ 2000k 87ms 213B Save Response v
N > SsL
History
> Tonys Pretty Raw Preview Visualize Text v = [i Q
» UEiED 1 This is successful
© Runner EH @h

B0 QFindandReplace [ Console
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At TGH, we specialize in driving digital transformation through seamless
Integration Technologies.

Operating as an INTEGRATION FACTORY, we serve as a one-stop shop for
all your integration needs. Our expert team is well-versed in enterprise
software and legacy system integration, along with leading iPaa8S
technologies like Boomi, MuleSoft, Workato, OIC, and more.

We're committed to enhancing business processes and solving problems
through our integration expertise.

E Email address

connect@techygeekhub.com

Phone number

Q
+ 011-40071137

+ 91-8810610395 —
1GH

@ Our offices

Noida Office Hyderabad Office

iThum Plot no: 6/3, 5th Floor, “

Plot No -40, Tower A, Techno Pearl Building,

Office No: 712, HUDA Techno Enclave,

Sector-62, Noida, HITEC City, Hyderabad,

Uttar Pradesh, 201301 Telangana 500081
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