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Pre-requisites
Salesforce:
> We need to have Salesforce developer account.
> Create a Salesforce custom object with some fields, as per the requirement.
> Click on Create in the home section, which is on the right-hand side. Then click on

custom object, then fill in the name of the custom object. Then click on fields and
relationship, then select the fields with the respective type of information.
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» In this scenario, we’ll be having 4 fields i.e. Amount ¢, orderNo ¢, product c,
Name__c and all the fields are having the text as the type of information stored in it.

Fields & Relationships
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> We need to keep the security token handy for that, click on profile and then click on
setting which is on the right-hand top corner of the screen and type security token in
the quick find section, and click on reset security token.

o Note: Once you have a security Token you can reuse the same as if the token is
again reset the integrations that rely up on the old token don’t work if a new
token is created unless it is changed.

» The security token will be sent to the registered mailld.
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We've sent you 3 new Salesforce security toten Secesse you recently changed your passeard o requested to reset your security token. Use this spdated zecurity

token with APT or desktop cliants that require it.

Usercase

Security token (case-sensitive] CREEEG_G_————

For mure Inforsstion on usisg your security token, fes Resel Your “ecurlty Yokes at htise hulp. sniusforce

Database:

> We need to have a database.

For this instance, we’ll be using the MySQL database.

fields as per the requirement.

>
> Create a database with some name and inside the database create a table with some
>

For this instance, we’ll be having the table name as customer_details and the fields are
Name, OrderNo, Product and Amount, where OrderNo is the primary key.

—
| Column fame Datatype
OdetNe VARCMARI20)
Name VARCHAR{4S)
Product VARCHARI4S)
Amount VARCHAR{3S)
Cobsrn Name: Amourt
CharsetCollston:  Default Charset
Comrenis:
Ingexes Foregnileys Triggers Pamitaning

Table Mame:  faustomer_detals

@z
[~}

Defauit Collaton

Options
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Configuration & Secure Properties

>

Configuration properties allows to manage and maintain properties. This makes it easier to
update configurations without modifying them.
Configuration files can be written in two ways:
o With an extension of the .yaml file.
o With an extension of the .properties file.
By making use of configuration properties, we can externalize SQL queries.
It enables to have different configurations for different environments (DEV, QA, Prod)
without changing the application code.
Secure properties are used to encrypt the sensitive data, which can be done in three ways:
o By making use of the JAR file.
o By adding one plugin to Anypoint Studio.
o By making use of cloud-based applications.
In this blog, we’ll see how to encrypt the properties by making use of secure configuration
properties. The requirement is to get the data from the Salesforce custom object and store
itin DB(MySQL) & have to externalize the properties.
For this requirement, we’ll be using the plugin to encrypt the properties.

Steps:

1.

To begin, a new Mule project needs to be created. Then, a HTTP listener component
dragged and dropped into the project from the HTTP module. Configure the listener, and
set the host to All interface (0.0.0.0), port number as 8081. Set the path as /records.
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2. Following the addition of the on new or updated file component, include two loggers to
mark the beginning and the end of the flow. By logging the message “Start of flow ++
(flow.name as String)”, in expression mode.

3. Create two folder called config and secure inside the src/main/resource where we’ll have
configuration properties and secure properties file. Then need to add the plugin to the
Anypoint Studio, for that click on the help section. Then click on install new software and
add this URL (http://security-update-site-1.4.s3.amazonaws.com/) to the search box, name
it, and add. Then select all and add those to the studio, and hit on finish.

Avadlabies Soltware
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4. Next add the secure properties from the exchange to the mule palette. There is no
component in this module. We’ll configure this in the global elements.

Add Dependencies to Project

Add Dependencies to Project

Mule Secure Configuration Property Extension '

|
|
|
|

5. Then after we’ll write all the sensitive data in secure-file.properties which is created inside
the secure folder and the insensitive data in config-file.yaml inside the config folder.
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6. Next, we will configure the secure properties in the global elements. For that we need to
select the file, key, algorithm for encrypting the data, and mode.

Global Element Properties

Secure Properties Config

General Advanced Notes Help
Name Secure_ Properties_ Config

Genoral

Files: secure/secure-file.properties

Key LLI F{rmule. lcay)

File level encaryption | False (Default)

I 7
Encoding: e

encrypt
Algorithim I I | Blowfish

Mode: 7] |[cec (Default)
| | Use random IVs

«2

7. Then right click on secure-file.properties file and select with open with mule properties
editor.

New

Open
Open With Genenc Text
Show In Alt+Shift+w > Mule Prop

= Properties File Editor

Ctri+C :
Text Editor
Jualified Name

System Editor
In-Place Editor

Default Editor
Build Path >
Source Alt+Shift+S ?> Other

Refactor Alt+Shift+T >

import..

Export

Refresh

*Z Outline x Working Sets
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8. Double click on Name and click on encrypt, select the algorithm, mode, key which is
configured in secure properties configuration.

Add a new proparty

and the value of the property to cre

Selup encrvplion information

Type the key and the encryption algorithm

Algorith Blowfish
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10. We will configure the Salesforce connector configuration. Have to append secure:: with the
properties so that it can refer to secure properties.

Global Element Properties

Salesforce Config

General Apex Advanced Notes Help
Name: Salesforce Config

- | &~ 2 2 .
Connection |Basic Authentication
General Connoction Pool Config Security Advancod

Usermame [ S P{SFDC . user}

Password: ${secure:SFDC.pass} Show password
Security token u‘_] ${secure:SFDC token)

Authorization URI J_L] https://login.salesforce.com/services/Soap/u/58

Test Connection ‘ ' Cancel

11. Test the connection and write the SOQL query to fetch the records from the custom object.
In this scenario the custom object is customer_record _ c.
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12. Next transform message we’ll be used to transform the message response from Salesforce
into the JSON format.

-
-
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-
-
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INFO [Default)
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14. Add the database module to the mule palette, then drag and drop the bulk insert component
into the flow and configure the database connector configuration. Here, we’ll perform an
upsert operation using bulk insert.

Glaobal Elameaent Proparrtias

Database Config

Dafault configuration

Ganeral Advancocd Notas Hial
Flosrvyyes [(Datalbrase Conficag

Coammecticon | My ScOl Coaonmecticon

Chererenranl Traarss s ticary Al vane
Reccpaniresct Lilbbrarios

-~ My SCOl D3¢

BB host)

e | FLIIE garcart)

LL] FL{OB wuser)
Slsecure DB pass)

I | S22, i)

15. The query for upserting is “INSERT INTO name_of_details(field1,field2)
VALUES(:field1,:field2) ON DUPLICATE KEY UPDATE field2=:field2”.
a. Here the above query needs to be modified according to the field names in the

Genersl
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16. Before sending the records directly to the database, there is a need to use the transform
message component for Mapping it according to the Database fields and to convert it into
Java format.

17. At last, we’ll add a transform message to change the response returned by the database to
JSON format.
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18. The flow is ready to be executed, for which right click on project ,select Run as and click
on Mule Application (configure).

19. Click on Arguments and then pass the key value in VM arguments which is used to encrypt
the values. Then click on apply and run.
a. Note: -D should be appended with the key in VM arguments. (-Dmule.key=******)

—dit coniguration and launch

17
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20. We will be using Postman to hit the request & response will look like this.

nip-/locathost-BOAT frecards

ntp/focathost: 8081/ rucords

oay

Protty
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At TGH, we specialize in driving digital transformation through seamless
Integration Technologies.

Operating as an INTEGRATION FACTORY, we serve as a one-stop shop for
all your integration needs. Our expert team is well-versed in enterprise
software and legacy system integration, along with leading iPaa$
technologies like Boomi, MuleSoft, Workato, OIC, and more.

We're committed to enhancing business processes and solving problems
through our integration expertise.

E Email address

connect@techygeekhub.com

Phone number

3
! ; + O1-4007N37

+ 91-8810610395

Our offices

Noida Office Hyderabad Office
IThum Plot no: 6/3, 5th Floor,
Plot No -40, Tower A, Techno Peart Bullding,
Office No: 712, HUDA Techno Enclave,
Sector-62, Noida, HITEC City, Hyderabad,

Uttar Pradesh, 20130) Telangana 500081
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