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SFTPV2 CONNECTOR

In this blog, you will learn what is SFTP and how to configure SFTPV2 connector in Boomi.
I will explain the use of each action present in sftpv2. By the end of this blog, you will be
able to develop a process which helps you to List the files from sftp server.

What is SFTP?

SFTP stands for Secure File Transfer Protocol. It is a secure version of the File Transfer
Protocol (FTP), which is used to transfer files between a client and a server over a network.
SFTP provides encryption and authentication mechanisms to ensure that data is transferred
securely.

Key features of SFTP

Security:

SFTP encrypts both the data being transmitted and the authentication credentials used to
access the server. This ensures that sensitive information remains protected from
unauthorized access or interception.

Authentication:

SFTP supports various authentication methods such as password authentication, public key
authentication

SFTPV2 Connector

» The sftpv2 connector allows you to download files from or upload files to the SFTP-
enabled server.

> Unlike the standard FTP connector, the SFTP V2 connector encrypts data to ensure
that no sensitive data is exposed when transmitted over a network.

> Using this connector, you can use a Boomi Integration process to GET, CREATE,
QUERY, UPSERT, DELETE, LIST, and LISTEN the data in any format.

» SFTPV2 connector supports multiple actions which includes

Create
Upsert
Get

Query
List

Delete
Listen

NoabkowhE

Now we learn about each action in detail
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Actions of SFTPV2 Connector
CREATE:

Create action is used to upload files to the SFTP server. If the file name is not set, or if the
file name already exists, the connector uses the Action if file exists setting to determine the
next step.

If the Create operation is successful, the file is uploaded and added to the server and the
connector returns a JSON document with information about the file. The file information
includes the name of the file, Remote Directory, when the file was last modified.

UPSERT:

Upsert action is used to either create a new file in the specified remote directory or perform
an update to a file if it exists in the SFTP server.

« If file name already exists, the connector automatically overrides the existing file in
the SFTP server and replaces it with the new file.

« Ifthe file name does not exist, the connector will create a new file in the SFTP server.

« If the file name is not provided, the connector returns an error message.

GET:

Get action is used to fetch a file at a given location. When using Get to download a file from
the server, the file name (ID) must be specified as the parameter. If not specified, the
connector displays an error.

QUERY:

Query action is used to fetch zero or more files based on file filters.

After you select the Query action and use the Import Wizard, the operation component page
contains configuration options to add filters and set parameters to limit the number of files

returned.

DELETE:

Delete action is used to delete a file from a remote directory in the SFTP Server based
providing the file name (i.e., ID) and file directory.

This operation returns an exception if the file name specified is invalid and does not match
the ID. If the file directory is not specified, the connector will search for the file in the home
directory of the SFTP server and will not return error message, if file not found.

Note: You cannot delete a directory with this operation.
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LIST:

List action is used to get a list of files in the remote directory based on a specific criterion.
However, the List operation only lists the metadata about files (not file content) based on the
filters.

This operation returns a response profile for each file containing a JSON object describing
the file's metadata, such as File Name, Directory, Created Date, Modified Date, and File Size
information and indicates if the file is a directory.

LISTEN:

Listen operation is to listen to the events in the root directory of the remote SFTP server. This

operation allows listening to file creation, file deletion or any modification on the existing file
in the SFTP server remote directory events.

Now we will learn how to set up an SFTP server using the CompleteFTP application.

Steps to set up SFTP Server:

Step 1.1: Open the below URL in the browser.

https://enterprisedt.com/products/completeftp/free/

Step 1.2: click on the Download and install the CompleteFTP trial to install the
application.

9) Enterp_riseDT Products

CompleteFTP Free Edition: high performance FTP/FTPS

A5 Lhe entry to thie Completer srnily of secure FTP products, Completer TP Free Ed Free foree

Essential features Getting the Free Edition

Free Edit featuras includsa I Download and install the CompleteFTP |riull

.. | Switeh to” == . siact “Free Editior
SF v the prompts to 3 ade 10 F1ae a0

S0 ppaiad yw= activate your'ree’l;‘ >
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Step 3: Now go to the downloads. Right click on the CompleteFTP installer which is

downloaded. Click on Run as administrator.

v (= [C3 ) ey (L]

mm Creating API Policies to Custom

A long time ago [f) Open Enter
™ WinsSCP-6.1.2-Setup 2 Share

., CompleteFTPSetup Run as administrator

A
.

n Pin to Start
Add to Favorites
Compress to ZIP file
Copy as path Ctrl+Sh
Properties Alt+Ent

= Edit in Notepad

Edit with Notepad+ +

OneDrive

o VPEE SBOEDZD

Share with Skype

m
(1

Show more options

Step 4: Click On Run anyway

Windows protected your PC
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Step 5: Click on | agree

. CompleteFTP Trial Installer —— X

Please review the license terms before installing Complete FTP.

License Agreement
©

Press Page Down to see the rest of the agreement.

:OMPLETEFTP SERVER SOFTWARE LICENSE AGREEMENT

We Enterprise Distributed Technologies Ltd grant you license to use this Software on the
following terms:

1. License and support

1.1, This Software is licensed and not sold to you. Your use of this Software is governed
solely by the terms of this License. This License is personal to you.

1.2. This Software is owned by us, save for certain elements of it which are owned by
The KPD-Team; The Legion of the Bouncy Castle, Inc; Chew Keong Tan; Routrek
Networks, Inc; ComponentAce; Developer Express Inc; The Mentalis.org Team; Novell,
Inc; Motus Technologies Inc; Studio 42; Evgen Noskov; The Outercurve Foundation;
Digitaliseringsstyrelsen; The Legion of the Bouncy Castle Inc., and akveo.com. This

If you accept the terms of the agreement, dick I Agree to continue. You must accept the
agreement to install Complete FTP.

Step 6: Enter necessary details like email address, name and organization. Then Click on
Next.

. CompleteFTP Trial Installer = >

Trnal Registration
Register your trial (~-//

Please enter your emall address, name and organization below:

Your emall address e =

Your name e ———

Your organization "

You'll receive a handful of e-mails from us while you're trialing
CompleteFTP. You WON'T be added to any mailing lists and your
details won't be given to any other organization.

Privacy Policy

< Back I Next > ] Cancel
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Step 7: Click on Install

"

~
. CompleteFTP Trial Installer — >4
Choose Install Location
Choose the folder in which to install Complete FTP. (;y
Setup will install Complete FTP in the following folder. To install in a different folder, dick
Browse and select another folder. Click Install to start the installation.
Destination Folder
: \Program Files\Complete FTP Browse...
Space required: 248.3 MB
Space available: 367.3 GB
Nullsoft Instal tem 0
< ack Cance

Step 8: A new window will pop up as shown below. Click on Not now.

Server 1 (primary) - CompletefTP Manager - o X%
= OVERVIEW ﬁ Step- by ep guides ‘D e
mO\"N—-M o e =oe x fokden 2k 7._
off e Protncob: & aue & 8 o dddtoider o 1
B o ': :TT:s » Public
; Users 1 FTPS implice
 foden 7 SFIP

7 sCP
f Events [ S5 twrsminal
* Extenpons $5H torwarihing
@ Maontonng A NTP
| S nmPs » CompleteF TP 15 now rumning but & uses must be added befare aery cherts can commect,
- Reports 7 File-sharng ‘v [ -
Q Licensing e Ity
Add 8 user | Not now wise MET
4
— e Brotessional Kditan Coenpars
Forute  Defaue Site free fdgion
Yicw peices / purchie lidenis
Databs Comext Halp ‘ L
Caatewny el auitEx teraon g
S £g0-on /- : . ‘:"'M""_M" e j ?:'::"""‘ overcew cof the Completef TP symrem
Windows/AD Gra SefaultWindows  Lunfgurs Paneis can dock to the four scbes of the .1.:(.1
detached Addtonal views are avadable from the
Optons merm n the bottom-left

B-- Options ey Mesiage
n Helu . -
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Step 9: Create one folder in your local system with name as SFTP and place some files in it

as shown below.
(Recommended to give the name as SFTP but not mandatory)

> G- > SFTP >

Tl Sort ~ = View ~ “as
Name - Date modified Type Size
Students 2/27/2024 1151 AM File folder

Ij EmployeeDetails 2/26/2024 517 PM Text Document

Ij sftp_configuration_details 2/24/2024 5:10 PM Text Document

Step 10: Now in the CompleteFTP application, navigate to Folders. Click on

Add root folder - Windows folder.
Server 1 (primacy) - ComplateFTP Manager -
= 0 Sep-by-step guides |_ﬂ
m o Sdlil s-Todder o Bomene Fohder Propes ties:
off s ={hpe _ Owen [ Grmm i o
B o © Windows Folder adenin dmres Fype "
3 Windows Folde ..“;...,.

T I
£ Eronts o
* Extensiomn Aice = > \‘v\ useay) e
@ Moneanng Purminabone Clack te
- :'pv" e taite
Q, Licensng

-
= Options
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Step 11: Select the folder which you have created in step9. Then, Click on OK.

Select a folder

> [ Documents and Setti...

> ‘ SRecycle.Bin |
> | Apps |
> \ Config.Msi |
> | dell §

|

> | Drivers

> | e-loego

>  OneDriveTemp

> | PerfLogs=

> \ Program Files

> \ Program Files (x86)
> |

>

>

ProgramData
[ Recovery
[ |
> | Systerm Volume Infor...
> | Users
> [ Windows
> | XboxGames

New Folder

Step 12: Now navigate to Users and click on Add User

= Opbons

©TGH Software Solutions Pvt. Ltd.

14-12-2023
21-09-2023
19-02-2024
21-09-2023
07-12-2023
21-09-2023
21-09-2023
07-12-2023
07-05-2022
21-02-2024
21-02-2024
21-02-2024
21-09-2023
21-02-2024
13-02-2024

| 06-01-2024
| 24-01-2024
22-12-2023

=] >

| Directory
A Directory
Directory
Directory
Directory
Directory
Directory
Directory
Directory
‘\ Directory
I Directory
1
|

| Directory
| Directory
A\ Directory
I Directory
| Directory
| Directory
Directory

OK | Cancel

Pt CAProgyrammDeta brtwmgn
Podiees [ 4
Adt mwn (e Windimes teed )
rewriee .l
Crvmg drrvne
Furmiieatime Chek A v
At cowe (Whibirmws tinevs)
Pus sk Chek 1a i
[
Folders

b

Shaws (e vitbuad Fhe systerm os o teee. Fight «hebeng -

Thatie & POP-URE e W Show rystem
rees Mehder s sty thee Dgtinies stiars ot the
Bottum Mft of the smdow i checked, 3l system
Fubibeort it e o

No part of this document may be copied, reproduced, republished, uploaded, posted, publicly displayed,
encoded, translated, transmitted or distributed in any way to any other computer, server, website or other

medium for publication or distribution, without TGH’s prior written consent


https://techygeekhub.com/
https://techygeekhub.com/
https://www.linkedin.com/company/74364582/admin/feed/posts/
https://www.youtube.com/channel/UCg2lSPxHd8E_HEiVxLTAcxA

i Making Integrations Simpler WWW.teChygeekhUb.Com

Step 13: Click on Non-Windows user

USERS O Step-by-step guides

& Add user - . ~~iags [ More columns

Non-Windows user

Windows user(s)
Multiple non-Windows users

Admin user

Step 14: Configure the mandatory details like username (recommended to fill the optional
details). Copy and paste the username in the notepad. Click on Next.

| Add User
Add a non-Windows user
Step 1: Set Username

Username

scott

Full name (optional)

scott_Tiger

E-mail (recommended - used when resetting password)

Description (optional)

Next Cancel
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Step 15: To configure the Password, click on Random and copy and paste the generated
password into the notepad. Configure everything as shown below and click on Add public

key(s).

Add User

Add a non-Windows user
Step 2: Set Authentication

Set a password and/or add one or more public keys. Passwords may be
wsed for all protocols. Public keys are used for SFTP, SCP and SSH. At
l{east one authentication method must be enabled.

Password Public keys (SFTP/SCP/SSH)
] Enabled ] [Enabled|
Show characters RSA keys: Nona
Password Random
MOk Ik uTY — DSA keys: None

Ed25519 keys: None

ECDSA keys: None

Add public key(s) |

Previous Next \ Cancel

Step 16: Click on Generate a new keypair for this user and add it to the list

- = = = -_— = P

i Manage Public Keys X |

Public keys: (any of these may be used by the user for outhenticotion)

| It

Remove currently selected key from the list
Export the selected key in OpenSSH format
|£xpon the selected key in SECSH format

MMMMMMM| oK Cancel
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Step 17: Configure as shown below and click on OK.

[ Generate SSH Keypair

RSA Keypair s T bits
ECDSA P-256 Keypair

ECDSA P-384 Keypair

ECDSA P-521 Keypair

Ed2551S Keypair

DSA Keypair

00000

OK Cancel

Step 18: Now we will be redirected to our local storage. Here, we have to save the public key
file which was generated in the CompleteFTP folder with any name. Click on save.

Save User's Private Key X
N ~ « Prog.. > Com... » C Search Complete FTP el
Organize v New folder = = Y]
Files Name Date modified Type
“~ BoomiNotes ~ CompleteAgent 21-02-2024 15:14 File f
D Sesiichts Doc 21-02-2024 15:14 File f
_ Examples 21-02-2024 15:14 File f
v Bl This PC _ Manager 21-02-2024 15:14 File f
2 - 21-02-2024 15:14 '
> 5 05(C) _ Server 1 15:1 File f
Ek 21-02-2024 15:14 Tex
> % Network |=| install 5 ext
File name: l PublicKey] v
Save as type: All Files (*.%) v

A Hide Folders Cancel
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Now we will be redirected back to CompleteFTP as shown below. Click on Random

and click on OK.

Cntoer

Passweord

Show characters

Password Rando
wor R = T7TrC it
O Cancel

A new tab will pop up as shown below. Just click on OK.

Manage Public Keys

Public keys:

VAADAQABAAABAQD021IA

Expont the selected key in SECSH format
oK Cancel

Step 20: Click on Next.

rAdd Usear

Add a non-Windows user
Step 2: Set Authentication

Set o password and/or odd one or more public keys. Posswords moy be
wsed for all protocols. Public keys are used for SFTP, SCP aond SSMH., At
leost one authentication method must be encobled.

Password Public keys (SFTP/SCP/SSH)
] Enabled ] Enabled
] Show characters RSA keys: 1
Paszsword Bandom
SnpRIX=34d DSA keys: None

Ed25519 keys: None
ECDSA keys: None

[ Add public key(s) |

Previous Next Coancel
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Step 21: Select the folder which you have configured previously as shown below and click
on

Next.
. Add User

Add a non-Windows user
Step 3: Select home folder

Home folden:
() Create default home folder

/Home/scott (C:\ProgramData\Enterprise Distributed Technologies\Complete FTF

© Select non-default home folder

C-drive
> Home
> Public

SFTP

Add root folder Add sub-folder
Previous Next Cancel

Step 22: Now we can see all the details which we have configured previously (like username,
home folder). Click on Apply.
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( Add User WI

Add a non-Windows user
Step 4: Verify Details

Summary:
Username:
scott

Full name:
(none)

Description:
(none)

E-mail:
(none)

Home folden:
/SFTP (CA\SFTP)

Previous [ Apply ] Cancel

4

Step 23: Now we can see the new tab as shown below. Under the Users tab, we can see the
status of the user scott which we have created. The status is enabled.

usERS € step-by-step guides

Stép 24: Open the command prompt and type ipconfig and click on enter.
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Connection-specific DNS Suffix

lireless LAN adapter Wi-Fi:

Connection-specific DNS Suffix . :
IPv6 Address. . . .+« . . 1 2006:bUBO:bU:cUOd:c9d0:265b:10cO:ce80

www.techygeekhub.com

Temporary IPv6 Address. . . . . . : 2U06:buU00:by:clUdOd:b967:e06a:ff39:1a3f

Link=local IPv6 Address . . . . . : feB80::d8fl:e2e7:3497:5965%8
IPv4 Address. e e e < - .
Subnet Mask . . . . . . . . . . . : X 3 .0
Default Gateway . . . . . . . . . : sis 197Ff:febc:7273%8

Now copy the IPv4 Address of your system which got generated and paste it in the notepad.
This address will be used as host when we are configuring the sftpv2 connector in Boomi.

By following all the above steps, we have successfully setup SFTP server in our local system.
Now we will leverage Boomi to integrate with this SFTP server and transfer the files to and

from SFTP server using SFTPV2 connector.

Make sure you have noted the below mentioned details.

Now we will log in to the Boomi platform and configure SFTPV2 connector Connection

Component.

Steps to configure SFTPV2 connector Connection:

Step 2.1: Log onto the Boomi platform (https://platform.boomi.com/) with the required

credentials (Email Address and Password).

boomi

Welcome to Boomi

Emall Address [req

lsligele(iloliglafl Evant Streams

Unlock the Power of Event-Driven,
Real-Time Integrations at Scale.

m

......... ® Show
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Step 2.2: Under Services choose Integration

Services Y b Resources
Intagration Mmter Data Mud AP Managwment Flow Dyent SZreams Noomivens Traming & Documentatmn Supgernt Usage & Billing
Comrmunity Cartificution

Step 2.3: Now click on + icon to create new connection component. Choose the Type as
connection and connector as SFTPV2 as shown in below image. Click on create.

Create Component

Sraave hera

Step 2.4: Connection Component looks as shown below.
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t_files_from_SFT New SFTP V2 Connection

)

Click to Set

Click to Set

Use Proxy

Prowy Password Click to Set

Read Tineout (ms) (f

Authentication Type - Refers to an authentication type that can be selected: We have 2 types
of authentications available.

1.Username and Password
2.Public key

Remote Directory (Optional) - Refers to the directory on the SFTP server where the
connector reads files from or writes files to.

NOTE: If you leave this field blank, the connector uses the default working directory
configured as the base folder on the SFTP server.

Host - Refers to a domain name or IP address of the SFTP host.
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User Name - Refers to the username of the account on the SFTP server. This field is
mandatory if the Authentication Type is username and password.

Password - Refers to the password of the account on the SFTP server. This field is
mandatory if the Authentication Type is username and password.

Port - Refers to port on which the SFTP server listens for incoming connections from the
SFTP client. The default port is 22.

Step2.5: configure the mandatory fields like Authentication Type, Host, Username, password
and click on test connection

Authentication Type: username and password

H OSt : *khkkkkkhkkhkkkikhkkkhkhkhk
Port: 22

Use rname: *khkkhkkkkhkkhkkhhkkhkiikk
P aSSWO rd *khkkhkkkhkkkhkkkikkhkkkikikikk

Click to Set
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Step 2.6: Save the connection component and click on Test Connection and choose your run
time engine and click on Next.

Test Connection

Select the Atom that you plan Lo use with this caonnector, then click Next 1o start the test

Atorm ® sowjanya atom —

Cancel l m

Step 2.7: we can see the status as Test connection successful. Click on Finish.

Test Connection

S

Test connection successful

[one | I

Now we will create a Boomi process which will list the metadata of all the files in specified
directory.
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Steps to develop integration process:

Step 3.1: Create a Process with the name List_files_from_SFTP

Home Services ~ Resources « Boomi Labs ~ Settings ~ Techy Geek Hub Software Solution ~

Intagratior Dashboard ~ gullq Deploy ~ Manage -~

o° List_files_from SFTP o

’ 2 e

Step 3.2: Drag and drop an SFTPV2 connector into the process canvas and attach it to the start
shape.

Integration | Dashboard ~ BLI"(" Deploy ~ Manage ~

()] List_files_from_SFTP

L o List_files_from_SFTP 1o e M [=]

® e G+

Start - No Data SFTP V2
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Step 3.3: Now configure the SFTP V2 connector.

£ Connector Shape

Use connector shapeos to got data into and out of a process. Most proces
The Connector shape uses s combination of

os have one "get”

connector and one or more "send” connectars

predafined connectian and oparation coMmponants to establish whare and how to get or send

cdata.

General Parameoetors

Display Name

Connector (4D SFTP V2 ~
Tha SFTP V2 connactar allows you ta download files from or
upload filae to the SFTRP-anablaed sarvar
Lesrn more about this connector, L7

Cannection (4 Q Choose [+

Action CREATE »

Operation (4) (Q HOORe °]

[Sameet)

Step 3.4: Choose the connection component that we have created just now and choose the action
as LIST from the dropdown.

B L L e e L e L S L S o L L S e e TRt

connector and one or more "send" connectors, The Connector shape uses a combination of
predefined connection and operation components to establish where and how to get or send

data

General Parameters

Display Name

Connector (i) SFTP V2 -
The SFTP V2 connector allows you to download files from or
upload files to the SFTP-enabled server.

Learn more about this connector. 7

Connection (1) Q [connection]SFTP V2 P <

Action LIST ~

Operation (1) Q Choose... o

in}l >
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Step 3.5: Click on + to configure the operation component. The operation component looks as
shown below.

Qo New SFTP V2 Conmector Oparation ° Sawn & Closn n

Import Operation

N Manks, |l imoov? my commac o aparation tates

Step 3.6: Click on Import Operation to automatically import profiles into the Boomi platform.

Step 3.7: A new wizard opens as shown below. Choose your atom and click on Next.

SFTP V2 Operation Import
Use this wizard to auto-configure any request/response profiles and/or fields necessary for the operation's execution
Y Required fields
Connector Action
Atom* ® sowjanya atom ~
(concer | (IR
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Step 3.8: Click on Next.

SFTP V2 Operation Import

Objwct Typa 4 Directory

VVCancel ] [: Back ] m

Step 3.9: Click on Finish.

SFTP V2 Operation Import

Operation Loaded
Object Nameae Directory

Recommended Filters ' ¢/
FPapular filters for Directory Query on SFTP V2, Salact one 1o apply to your oparation
- No thanks, | will set up my own lilters
TileName WILDCARD ?
fileName WILDCARD ? ApD 4dsDirectory EQUALS 7
() isDirectory EQUALS ?

fileName EQUALS *

[Sancer ]

Step 3.10: Now the complete operation component will look as shown below. Click on save
and close.

Now SFTP V2 Conmectar Oparation

&% New SETP V2 Connector Oparation L Save & Clowe n

W0 a0 OF LOaate the Asals COOw

Import Operation

Options Accheueny  Tesckiyg  Cattiing
Sonmestor ACtm
tym
A ‘ Lk ]
\ L rlpad
e Pt Aetum Agplcaton Ervor Hesponses |
Objects Fikery
@ Drectory w Filar
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Step 3.11: Now drag and drop a stop shape into the process canvas and attach it to the SFTPV2
connector. The complete process looks as shown below.

List Phaes Mo SFTH

o  Ust_fies_trom_SFTP - P Crnme Pacanpna —y B T Gave & Ccan n

@ ———e0—*®

Step 3.12: Now save the process component and click Test button and choose your atom to test
the process.

Step 3.13: We can see our process got executed successfully and three documents were
retrieved.

( ,'.'i List_files_from_SFTP

+ Process: List_liles_from _SFTP -

(@} (=), @)
Start - No Data SFTP V2 End and continue
[contiection|SETRP V2
New SFEFTP V2 Connector
Qperation

L ‘ Logs Shape Source Data
1 o View Source Size (kKI3)
= 012
= 013
(= 011
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Step 3.14: Open any document. We can see the metadata of the file as shown below.

Document Viewer

"flleName": "EmployeeDetails, txt",
"directory": "/SFTP",

"modifiedDate": "2024-02-26T11:45:472Z",
"fileSize": 54,

"isDirectory": false

NOOAWN o

@D Formatted view is on. Formatted view may hide some data for easier reading.

Download Original Document Size 126 bytes

[ Close Document Viewer ]

In this way we can configure the SFTPV2 Connection and integrate with SFTP enabled server
from Boomi platform.

References:
e https://help.boomi.com/

e https://enterprisedt.com/products/completeftp/free/
e https://help.boomi.com/docs/Atomsphere/Integration/Connectors/int-
SFTP_connector_2b8933d7-e4f5-4458-9¢c4c-04655f18ecf8

e https://help.boomi.com/docs/Atomsphere/Integration/Connectors/int-
SFTP_connection 918014be-2d25-4712-8319-8323ae033eb8

e https://help.boomi.com/docs/atomsphere/integration/connectors/int-
sftp_operation_cd60cd67-a0a3-4d32-9a04-f37dfa8bad43
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